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Your computer has been locked due to suspicion of illegal content
downloading and distribution.

Mentioned llegal content (414 Mb of wdeo files) was automatic ally
classified as child pornographic materials Such actions, in whole or in
part, violate following U S Federal Laws

Any individual who violates, or attempts to violate, or conspires to
violate mentioned laws shall be sentenced to a mandatory term of
imprisonment from 4 to 30 years and shall be fined up to $250,000.

Technical details:

Involved IP address
Involved host name
Source or intermediary sites:

Jipornerbros.com

All suspicious files from your computer were transmitted to a special
server and shall be used as evidences Don't try to corrupt any data or
unblock your account in an unauthonzed way

Your case can be classified as occasionallunmotivated, according to title
17 (U S Code) § 512 Thus t may be closed without prosecution. Your
computer will be unblocked automatic ally

In order to resolve the situation in an above-mentioned way you
should pay a fine of §300

Permanent lock on 05/01

Your computer

has been locked!

HOW TO UNLOCK YOUR COMPUTER:

Take your cash to one of this
retail locations:

Walmart K_ ) x
OVRipharmasy Wlslpeaana
Get a MoneyPak and

2 purchase it with cash at the
@ MoneyPak T il

Come back and enter your
MoneyPak code to unlock
your computer (5 attempts
available)

1 2 3

4 5 6

7 8 9
Delete 0 Enter

2013 5:20 p.m. EST

2012+

Police

Ransomeware
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Private key will be destroyed on
9/24/2013
6:21 PM

Time left

54:15:15

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents. etc. Here is a complete list of encrypted files, and you can personally
verify this

Encryption was preduced using a unique public key RSA-2043 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme

spechied in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files,
you nead to pay 100 USD / 100 EUR / similar amount in another currency

Click <Next> to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by the sarver,

2013

CryptoLocker
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Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press ‘View' to view the list of files that have been encrypted.

Press ‘Next’ for the next page.
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3a cKkayMBaHue U yCTaHOBKY
HenuueH3noHHHoro MO esaw TenedoH
6bin 3ABJIOKUPOBAH B
COOTBETCTBUM CcO cTaTben 1252 MK
P® 3awmTta UCKNOYMTENbHbIX Npas.
nsa pa36bnoKMpoBKu Bawero
TenecoHa onnatute 1000 py6.

Y Bac ecTb 48 yacoB Ha onnary, B
NPOTUBHOM CJlyyae BCe flaHHble C
Bawero TtenecoHa 6yayr
6e3B03BpPaTHO YHUUTOXKEHbI!

2014+

Android
A

1. Hangure 6anxaniunia TepMUHan cucTembl
nnarexen QIWI
2. MoponaunTe K TepMuHany u eoibeperte
nononHeHue QIWI VISA WALLET
3. Beegute HoMep TenedpoHa +79660624806 n
HaXmuTe panee
4. MNosBUTCA OKHO KOMEHTapui - TyT eseguTe BALL
HomMmep TenedoHa 6es 7ku
5. BcTaBbTe AeHLIM B KYNIOPONPUEMHMK U HAXMUTE
onnaTtuTb
6. B Teyenun 24 Hacos nocne nocTynneHun
nnatexa saw renedoH byger paszbnokUpoBaH.

7. Tak Xe Bbl MOXeTe ONNaTUTh Yepes CaNoHb!
cena3u CeasHon u EBpoceTb
BHUMAHME: MonbiTku pa3bnokmposate TenedoH
CaMOCTOATENbHO NPUBEAYT K NONHOW NONHON
OnokKupoeke Bawero TenedoHa, u NoTepu Bceun
uHhopmayum 6e3 gancHenwen BO3MOXHOCTH
pa3bnokMpoBaHus.

E& TEHMZREKEE
nelitsenzionnnogo - RAFHE
RIKBHBIRHMTESLEARZESE
12521&MNLASH(E -
ERREHIRINFHBEZT1000E® -
RB48/NEMEBZ M - FRIRF
% LVFR B E RIG K AR ARIE !
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2. EREARImE  WEEGT

QIWI VISA WALLET
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6. WEINTRER24/MNFA - 1RAY
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[ Crypto'iiall
= @ [ fileyfffCiUsersfuser/Desktop/DECRYPT_INSTRUCTIONHTML

What happened to your files?
Al of your files were protected by a strong encryption with RSA-2048 using Crypto¥Wall,
More information about the encryption keys using RSA-2048 can be found here: htip /Ven wikipedia orgiwikiRSA_(cryptosystem)

What does this mean?

This means that the structure and data within your files have been imevocably changed, you will not be able to work

with them, read them or see them, it is the same thing as losing them forever, but with our help, you can restore them, 2 0 1 5
How did this happen?

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private,

All your files were encrypted with the public key, which has been transferred to your computer via the Internet.
Decrypting of your files is only possible wath the help of the private key and decrypt program, which is on our secret server,

. CryptoWall 3.0

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed.
If you really value your data, then we suggest you do not waste valuable time searching for ather solutions because they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing 1o your page below:

If for some reasons the addresses are not available, follow these steps:

1. Download and install tor-browser. hitp./fwww. torproiect.org/projectsftorbrowser himl en

2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar kpail yor? jxgkilp.onion/4dQ)
4. Follow the instructions on the site.

IMPORTANT INFORMATION:

Your Personal PAGE: hitps:/kpaifycrijxqkilp.torexplorer.com/dd0j
Your Personal PAGE(using TOR): kpaiTycr? jxqkilp. onion4dQj

Your personal code (if you open the site (or TOR 's) directly): 4dQj

SRR A



You are victim of the Chimera® malware.
Maybe some programs no longer function properly!

Please transfer Bitcoins to the the following address to get
your unique key file.

Address:
Amount:

For the decryption programm and additional informations, please
visit:

If you don't pay your private data, which include pictures and
videos will bhe published on the internet in relation on your
name .

Take advantage of our affiliate-program!
More information 1n the source code of this file.
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Your computer has been locked and all your files has been encrypted with
2048-bit RSA encryption.

Instruction for decrypt:

1. Go to N FFFFFFFFFP ( 17 N0T WORKING IUST
DOWNLOAD TOR BROWSER AND OPEN THIS LINK: FFFFFFrryrrryrryryry))
2. Use T ETTTTTTTEELD > your 10 for authentication

3. Pay 1 BTC (~410.63%) for decryption pack using bitcoins (wallet is
your ID for authentication - )
4. Download decrypt pack and run

-==> Also at FFFFFFFFFFIE oo can decrypt 1 file

for FREE to make sure decryption is working.

Also we have ticket system inside, so if you have any questions - you
are welcome.
We will answer only if you able to pay and you have serious question.

IMPORTANT: WE ARE ACCEPT ONLY(!!) BITCOINS

HOW TO BUY BITCOINS:
https://localbitcoins.com/guides/how-to-buy-bitcoins
https://en.bitcoin.it/wiki/Buying_Bitcoins_(the_newbie_version)

2016 KeyRanger
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AES + RSA
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FBI Boston’s Joseph Bonavolonta address the Cyber Security Summit on October 21st. Bonavolonta said that

paying the ransom is often the easiest path out of ransomware infections.
(Photo courtesy of FBI.)
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https://securityledger.com/tag/cyber-security/

Just Pay Ransom!
It Hackers

iNnfect your £ BTG

computer with £ o
Ransomware. ~

.~
~ .3
’c-‘r,' _: o
A S
“ g




IBEREHZEEED LD

/rl1'

HMC #+3

i B N2 SRR
ERAFRFILL—(EZZEH
FEIEZE - B - B2
ERREREER

FE £ 9000LL45 B (360%& 2=7T)

b whH

2016.2.18 #HiTEAllen StefanekzZAB - TN ES A LREE -

\|/

7]

— 1%3'21_]17 0007t o
SYSTEM INTEGRATON e Y [ ¥



)
<® FireEye FOXIT

FireEye and Fox-IT have partnered to provide free keys designed to unlock systems infected by CryptoLocker.

Flease provide your email address [1] and an encrypted file [2] that has been encrypted by CryptoLocker.
This portal will then email you a master decryption key along with a download link to our recovery program that can be used together with the mast

decryption key to repair all encrypted files on your system. 2 O 14 E

Please note that each infected system will require its own unigue master decryption key. So in case you have multiple systems compromised by
CryptoLocker. you will need to repeat this procedure per compromised system.

FireEye &

[1] Email addresses will not be used for marketing purposes, nor will they be in any way stored by FireEye or Fox-IT.
[2] You should only upload encrypted files that do not contain any sensitive or personally identifiable information. FOX IT

Email Address

No file selected Choose File -

Maximum file size: 16MB Dec rypt
CryptoLocker

N |

By clicking 'Decrypt itl', you consent to our Terms of Use See our Privacy Policy for details.

Decrypt it!

BY /- ¥



TESLACRYPT DECRYPTION TOOL

The Talos TeslaCrypt Decryption Tool is an open source command line utility
for decrypting TeslaCrypt ransomware encrypted files so users’ files can be
returned to their original state.

TeslaCrypt malware encrypts the victim’s files such as photos, videos,
documents, saved game files, and demands a ransom from the victim within
a time limit. When the victim pays the ransom they can download a
decryption key that will restore their files, otherwise they are permanently
lost.

Our decryption tool gives the victim the power to decrypt their files
themselves, circumventing the ransomware.

Click here to learn more about the Talos TeslaCrypt Decryption Tool.

*NO

2015 Cisco - Teslacrypt Decryption Tool
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RANSOMWARE DECRYPTOR

Are you a ransomware victim? The National High Tech Crime Unit (NHTCU) of the Netherlands’ police, the Netherlands’ National Prosecutors Office

and Kaspersky Lab, have been working together to fight the CoinVault and Bitcryptor ransomware campaigns. During our joint investigation we have

obtained data that can help you to decrypt the files being held hostage on your PC. We are now able to share a new decryption application that will
automatically decrypt all files for Coinvault and Bitcryptor victims. For more information please see this how-to guide.

We are considering this case as closed. The ransomware authors are arrested and all existing keys have been added to our database.

October 28 update: ALL Coinvault and Bitcryptor keys (14k+) added to the database
April 29 update: 13 decryption keys added to the database
April 17 update: 711 decryption keys added to the database

2015 Kaspersky — CoinVault & Bitcryptor
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2016 @leostone — Decrypt Petya

Get your petya encrypted disk back, WITHOUT paying ransom!!!

You'll need to grab some bytes from the victim-disk, encode them in Base64 and paste the two strings in the form fields.

Base64 encoded 512 bytes verification data
Location on victim-disk: sector 55 (0x37) offset 0(0x0)

(@ Petya Sector Extractor - ‘Eﬂ“

\\\PhysicalDrive4

[ M

[mpySectorHCOpyNome]

Petya Sector Extractor

Base64 encoded 8 bytes nonce
Location on victim-disk: sector 54 (0x36) offset 33(0x21)

- 2016 Fabian Wosar—Petya Sector Extractor
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“No key, no access”
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“It matches the pattern”

AV

-Block or Allow”
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CREATE STORE KEEP
3 2 1
copies of your data copies of your data copy of your data

1 primary copy & on different
2 backups storage media




Thank You

ol bl LT UET BT
TNNENAN TN AN
NN TN N
EENTNNEENA NS
L EERL R B
CLRL LR LT
7 MENNE ANNNN
NNEN TNENIANE
TNNNNNN TNNN
uN AN
NN NN
ANNINN NN
NN NNNNTN
IANTENNEEY
CRCLERCEEL
TN
ETNTENANY
AT Ee
LR
ANNENINE
LR
CECRLL L

TmN N
LRl
aNENS
L Ll
CEL
LB
Ll bbb
R
CUBL]
LR
phl ]|
R
Rl L
N
N
LLL

=

Ring Cloud Technology
4
o

==
T

)74

HRddd JdEeEEm=

)
RCT.

i)

SYSTEM INTEGRATION



